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https://www.linkedin.com/feed/hashtag/?keywords=failureisnotanoption&highlightedUpdateUrns=urn%3Ali%3Aactivity%3A7179545994831740928
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https://www.linkedin.com/feed/hashtag/?keywords=fromfailurewelearn&highlightedUpdateUrns=urn%3Ali%3Aactivity%3A7179545994831740928
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→

“Failure Centric” 

Disciplines, Methods 
Artifacts, Tools & VM’s 

Failure / Fault / FE 
Management 
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❑ requirements-driven mission where 
strict performance, and risk 
requirements drive cost and schedule.
✓ These missions can adjust cost and 

schedule for achieving the lowest risk 
possible while delivering highly 
specified performance 

❑ constraints-driven mission where 
strict cost and schedule constraints drive 
performance and risk. 
✓ These missions must tune 

performance and risk for staying 
within acceptable cost and schedule 
while still achieving mission 
objectives.
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ESA DEIMOS Class
Security (Cyber) & 

Resilience

Safety Assurance

(Mission & System)

Environmental, V&V 

and Qualification plus

CADM

RAMS (incl. RHA  & SW/FW)

SOFTWARE/FIRMWARE

/IP cores / FPD

Assurance (SW DAL)

M&P

Q2

(DELTA)

ENGINEERING "MSA/QA" BASED

 ESA Mission Classes IV, V

NASA Class D (NPR 8705.4A)

DEIMOS Delta, Epsilon (with 

overlappings)

Recommendations based on REX/LL and 

Flight Heritage

As per project Security (& 

Cyber) and Resilience 

project needs, including 

Ground and Space 

segments (wired and 

wireless communications 

and sensitive data 

management)

Vulnerability & Mitigation 

Analysis definition (Low)

As per project Safety 

Criticality 

classification

Space Sustainability 

Requirements 

LOW SENSITIVITY

As per project QSL and 

OTS suitability file

Environmental 

conditions and Lifetime -

-> LOW

EQSR's like reviews 

"Do not harm“ approach

For safety related application, provide the 

same design features and qualification 

evidence than for Q 0 items (or not be used)

No quantitative dependability

requirements to respect.

There should be ways to observe

failures of critical nature

Outage budget should be set

TO AVOID FAILURE PROPAGATION (Safety 

Barrier by DESIGN)

SW Criticality levels defined but not 

mandatory

FW to be considered (SW Defined 

ecosytem for Flight HW) for HdS 

(HW dependant SW)

SW Defined Satellites (SDS) and EQ 

--> Minor Coverage

"Do not harm“ approach

for pure Sn finished parts follow

GEIA STD 0005 02 level 1

for PCBs follow IPC 6012E class 3 or 

higher for soldering, the 

requirements of IPC J STD 001 class 

2 maybe used, class 3 is 

recommended do not use materials 

which may cause safety hazards 

outgassing properties to be 

controlled if it is a concern

Q1

(GAMMA)

ENGINEERING "MSA/QA" BASED

ESA Mission Classes IV, V

NASA Class D (NPR 8705.4A)

DEIMOS Gamma, Delta, Epsilon 

(with overlappings)

Recommendations based on REX/LL and 

Flight Heritage

As per project Security (& 

Cyber) and Resilience 

project needs, including 

Ground and Space 

segments (wired and 

wireless communications 

and sensitive data 

management)

Vulnerability & Mitigation 

Analysis definition (Mid)

As per project Safety 

Criticality 

classification

Space Sustainability 

Requirements 

MID SENSITIVITY

As per project QSL and 

OTS suitability file

Environmental 

conditions and Lifetime -

-> MID

"Do not harm“ approach

For safety related application, provide the 

same design features and qualification 

evidence than for Q 0 items (or not be used)

Quantitative dependability

recommendations (FIDES approach)

There should be ways to observe

failures of critical nature

Autonomous recovery

Robust FDIR at system level

Autonomous functions to be listed & tested

TO AVOID FAILURE PROPAGATION (Safety 

Barrier by DESIGN) and Robust FDIR (Failure 

Containment)

SW Criticality levels defined but not 

mandatory

FW to be considered (SW Defined 

ecosytem for Flight HW) for HdS 

(HW dependant SW)

SW Defined Satellites (SDS) and EQ 

--> Medium Coverage

"Do not harm“ approach

for pure Sn finished parts follow 

GEIA STD 0005 02 (at least control 

level 2B)

for PCBs see document annex 5

for soldering, document annex 6

do not use materials which may 

cause safety hazards outgassing 

properties to be

controlled if it is a concern

DML, DPL and DMPL provision

Q0

(ALPHA, BETA)

MSA & PA "SPACE" (with MSA/PA/QA 

Engineering)

ESA Mission Classes I, II, III

NASA Classes A, B, C (NPR 8705.4A)

DEIMOS Alfa, Beta, Gamma (with 

overlappings)

Full Requirements Traceability

As per project Security (& 

Cyber) and Resilience 

project needs, including 

Ground and Space 

segments (wired and 

wireless communications 

and sensitive data 

management)

Vulnerability & Mitigation 

Analysis definition (High)

As per project Safety 

Criticality 

classification

Space Sustainability 

Requirements 

HIGH SENSITIVITY

As per project QSL and 

OTS suitability file

Environmental 

conditions and Lifetime -

-> HIGH

As per applicable ECSS RAMS standards

TO AVOID SPFs (Redundancy implemented 

in different ways) and FAILURE 

PROPAGATION (Safety Barrier by DESIGN) 

in different DOMAINS with  Robust FDIR 

(Failure Containment)

Full RAMS-REQ coverage

Criticality levels (DAL) depending on 

Project Requirements

SCAR and related ISVV activities 

(based on DAL/Crit. Definitions)

SW Defined Satellites (SDS) and EQ 

--> High Coverage

As per applicable ECSS M&P

standards

For pure Sn finished parts follow 

GEIA STD 0005 02 (control level 2C)

Assembly processes  verification

for Q0 class 3 should comply with 

the approaches defined in document 

Annex 6

ESA DEIMOS Class
Security (Cyber) & 

Resilience

Safety Assurance

(Mission & System)

Environmental, V&V 

and Qualification plus

CADM

RAMS (incl. RHA  & SW/FW)

SOFTWARE/FIRMWARE

/IP cores / FPD

Assurance (SW DAL)

M&P

Q2

(DELTA)

ENGINEERING "MSA/QA" BASED

 ESA Mission Classes IV, V

NASA Class D (NPR 8705.4A)

DEIMOS Delta, Epsilon (with 

overlappings)

Recommendations based on REX/LL and 

Flight Heritage

As per project Security (& 

Cyber) and Resilience 

project needs, including 

Ground and Space 

segments (wired and 

wireless communications 

and sensitive data 

management)

Vulnerability & Mitigation 

Analysis definition (Low)

As per project Safety 

Criticality 

classification

Space Sustainability 

Requirements 

LOW SENSITIVITY

As per project QSL and 

OTS suitability file

Environmental 

conditions and Lifetime -

-> LOW

EQSR's like reviews 

"Do not harm“ approach

For safety related application, provide the 

same design features and qualification 

evidence than for Q 0 items (or not be used)

No quantitative dependability

requirements to respect.

There should be ways to observe

failures of critical nature

Outage budget should be set

TO AVOID FAILURE PROPAGATION (Safety 

Barrier by DESIGN)

SW Criticality levels defined but not 

mandatory

FW to be considered (SW Defined 

ecosytem for Flight HW) for HdS 

(HW dependant SW)

SW Defined Satellites (SDS) and EQ 

--> Minor Coverage

"Do not harm“ approach

for pure Sn finished parts follow

GEIA STD 0005 02 level 1

for PCBs follow IPC 6012E class 3 or 

higher for soldering, the 

requirements of IPC J STD 001 class 

2 maybe used, class 3 is 

recommended do not use materials 

which may cause safety hazards 

outgassing properties to be 

controlled if it is a concern

Q1

(GAMMA)

ENGINEERING "MSA/QA" BASED

ESA Mission Classes IV, V

NASA Class D (NPR 8705.4A)

DEIMOS Gamma, Delta, Epsilon 

(with overlappings)

Recommendations based on REX/LL and 

Flight Heritage

As per project Security (& 

Cyber) and Resilience 

project needs, including 

Ground and Space 

segments (wired and 

wireless communications 

and sensitive data 

management)

Vulnerability & Mitigation 

Analysis definition (Mid)

As per project Safety 

Criticality 

classification

Space Sustainability 

Requirements 

MID SENSITIVITY

As per project QSL and 

OTS suitability file

Environmental 

conditions and Lifetime -

-> MID

"Do not harm“ approach

For safety related application, provide the 

same design features and qualification 

evidence than for Q 0 items (or not be used)

Quantitative dependability

recommendations (FIDES approach)

There should be ways to observe

failures of critical nature

Autonomous recovery

Robust FDIR at system level

Autonomous functions to be listed & tested

TO AVOID FAILURE PROPAGATION (Safety 

Barrier by DESIGN) and Robust FDIR (Failure 

Containment)

SW Criticality levels defined but not 

mandatory

FW to be considered (SW Defined 

ecosytem for Flight HW) for HdS 

(HW dependant SW)

SW Defined Satellites (SDS) and EQ 

--> Medium Coverage

"Do not harm“ approach

for pure Sn finished parts follow 

GEIA STD 0005 02 (at least control 

level 2B)

for PCBs see document annex 5

for soldering, document annex 6

do not use materials which may 

cause safety hazards outgassing 

properties to be

controlled if it is a concern

DML, DPL and DMPL provision

Q0

(ALPHA, BETA)

MSA & PA "SPACE" (with MSA/PA/QA 

Engineering)

ESA Mission Classes I, II, III

NASA Classes A, B, C (NPR 8705.4A)

DEIMOS Alfa, Beta, Gamma (with 

overlappings)

Full Requirements Traceability

As per project Security (& 

Cyber) and Resilience 

project needs, including 

Ground and Space 

segments (wired and 

wireless communications 

and sensitive data 

management)

Vulnerability & Mitigation 

Analysis definition (High)

As per project Safety 

Criticality 

classification

Space Sustainability 

Requirements 

HIGH SENSITIVITY

As per project QSL and 

OTS suitability file

Environmental 

conditions and Lifetime -

-> HIGH

As per applicable ECSS RAMS standards

TO AVOID SPFs (Redundancy implemented 

in different ways) and FAILURE 

PROPAGATION (Safety Barrier by DESIGN) 

in different DOMAINS with  Robust FDIR 

(Failure Containment)

Full RAMS-REQ coverage

Criticality levels (DAL) depending on 

Project Requirements

SCAR and related ISVV activities 

(based on DAL/Crit. Definitions)

SW Defined Satellites (SDS) and EQ 

--> High Coverage

As per applicable ECSS M&P

standards

For pure Sn finished parts follow 

GEIA STD 0005 02 (control level 2C)

Assembly processes  verification

for Q0 class 3 should comply with 

the approaches defined in document 

Annex 6
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ESA DEIMOS Class TID/TNID SEE

Supply Chain (Supplier) QA

Procurement

aspects

SLA, Application & Peer Reviewing

Q2

(DELTA)

ENGINEERING "MSA/QA" BASED

 ESA Mission Classes IV, V

NASA Class D (NPR 8705.4A)

DEIMOS Delta, Epsilon (with 

overlappings)

Recommendations based on REX/LL and 

Flight Heritage

Radiation analysis to be provided

If TIDL < 5KRad (Si) then untested

COTS may be used

Warning for components sensitive

below 5KRad limit

Reliance on design robust to TID

parametric drifts

TNIDL to be calculated for opto

devices 

strong advice to test optoelectronic 

components for TNID in proton rich 

environments

Radiation analysis to be provided

SEE experimental verification recommended, not required, 

with high energy protons

strong reliance on SEE mitigation techniques at design level

Procure from official distributors only and 

directly

from manufacturers if possible

Procure complete reels of components

- Keep traceability to date codes, aim for lot 

homogeneity.

- Check of datasheet information by test for 

critical parameters

Apply deratings equal or in excess of Q 0 

standards, even though formal delivery of 

PSA is not required

Consider degradation effects on WCA 

parameters (apart ageing, but taking into 

accout typical or specific effects of 

radiation), even though formal delivery of 

WCA is not required

Check of datasheet information by test for critical parameters

Apply deratings equal or in excess of Q 0 standards, even though formal delivery of PSA is not 

required

Consider degradation effects on WCA parameters (apart ageing, but taking into accout typical or 

specific effects of radiation), even though formal delivery of WCA is not required

Apply design mitigation techniques at component, module/board and system/subsystem level to 

avoid radiation effects and random failures (lots of information provided in the document)

Resort to reference application circuits

SLA not defined or with LOW criticality

Peer Reviews are essential (decission gates) for RISKS acceptance (based on NASA Class D criteria)

EQ (Engineering/Design Quality) Review --> HI

Q1

(GAMMA)

ENGINEERING "MSA/QA" BASED

ESA Mission Classes IV, V

NASA Class D (NPR 8705.4A)

DEIMOS Gamma, Delta, Epsilon 

(with overlappings)

Recommendations based on REX/LL and 

Flight Heritage

Radiation analysis to be provided

TID/TNID tests on components

unless 3x margin can be

demonstrated at board/module level

If TIDL exceeds 5 KRad (Si), test

according to ESCC 22900

If TNIDL exceeds 2E11 p/cm2 50

MeV equivalent proton fluence , test 

bipolar technologies according to ESCC 

22500

Test Optoelectronic in any case

according to ESCC 22500

Specific ERCB (Equipment

Radiation Control Board) to be done

Radiation analysis to be provided

If the EEE components can be delidded and the chip 

exposed, test for SEE heavy ion, otherwise test with high or 

very high energy HI facilities

if the above cannot be done, test at least with high energy 

protons

SEE tests at component or board/module level

The following SEE LET threshold ( LETth ) acceptance levels 

should be

* For any SEE effects (destructive and non destructive): 

LETth > 38 MeV.cm²/mg: EEE components or board is 

accepted (cont.. in previous)

- The LETth levels as described above should be revised for 

EEE components made of a material other than Silicon (i.e. 

GaAs, GaN , SiC ,

The effectiveness of any SEL mitigation to be demonstrated 

during irradiation tests.

Specific URCB (Unit RCB) or ERCB (Equipment Radiation 

Control Board) to be done, linkded to RAMS

Procure from official distributors only and 

directly

from manufacturers if possible

Procure complete reels of components

- Keep traceability to date codes

Aim for lot homegeneity and as needed 

check for procured lot (marking, visual, X 

ray, sample measurements)

Re lifing possible following ECSS Q ST 60 14

Check of datasheet information by test for critical parameters

Apply deratings equal or in excess of Q 0 standards

Delivery of PSA

Consider degradation effects on WCA parameters (including ageing, and taking into accout typical 

or specific effects of radiation)

Delivery of WCA

Apply design mitigation techniques at component, module/board and system/subsystem level to 

avoid radiation effects and random failures (lots of information provided in the document)

Resort to reference application circuits

Special provisions for COTS modules

SLA not defined or with MID criticality

Peer Reviews are essential (decission gates) for RISKS acceptance (based on NASA Class D criteria)

EQ (Engineering/Design Quality) Review --> MID to HI

Q0

(ALPHA, BETA)

MSA & PA "SPACE" (with MSA/PA/QA 

Engineering)

ESA Mission Classes I, II, III

NASA Classes A, B, C (NPR 8705.4A)

DEIMOS Alfa, Beta, Gamma (with 

overlappings)

Full Requirements Traceability

As per applicable ECSS and ESCC

TID/TNID standards

As per applicable ECSS and ESCC SEE standards As per applicable ECSS and

ESCC standards

-

Traceability of EEE components should be 

ensured

between the parts subjected to evaluation, 

screening and lot tests on ground and the 

ones that are used for flight purposes

Check of datasheet information by test for critical parameters

Apply deratings as per relevant ECSS standard

Delivery of PSA

Consider degradation effects on WCA parameters (including ageing, and taking into accout typical 

or specific effects of radiation)

WCA to be done following relevant ECSS handbook

Delivery of WCA

Apply design mitigation techniques at component, module/board and system/subsystem level to 

avoid radiation effects and random

failures (lots of information provided in the document)

Resort to reference application circuits

No COTS modules in Q0, the adoption of COTS parts is controlled at EEE components only

SLA Defined with HIGH criticality (monitoring)

Peer Reviews are essential (decission gates) for RISKS acceptance, but supported by Regular ones

EQ (Engineering/Design Quality) Review --> LOW to MID or MID to HI as is compensanted by 

xPCBs

Radiation Hardness Assurance (RHA)

ESA DEIMOS Class TID/TNID SEE

Supply Chain (Supplier) QA

Procurement

aspects

SLA, Application & Peer Reviewing

Q2

(DELTA)

ENGINEERING "MSA/QA" BASED

 ESA Mission Classes IV, V

NASA Class D (NPR 8705.4A)

DEIMOS Delta, Epsilon (with 

overlappings)

Recommendations based on REX/LL and 

Flight Heritage

Radiation analysis to be provided

If TIDL < 5KRad (Si) then untested

COTS may be used

Warning for components sensitive

below 5KRad limit

Reliance on design robust to TID

parametric drifts

TNIDL to be calculated for opto

devices 

strong advice to test optoelectronic 

components for TNID in proton rich 

environments

Radiation analysis to be provided

SEE experimental verification recommended, not required, 

with high energy protons

strong reliance on SEE mitigation techniques at design level

Procure from official distributors only and 

directly

from manufacturers if possible

Procure complete reels of components

- Keep traceability to date codes, aim for lot 

homogeneity.

- Check of datasheet information by test for 

critical parameters

Apply deratings equal or in excess of Q 0 

standards, even though formal delivery of 

PSA is not required

Consider degradation effects on WCA 

parameters (apart ageing, but taking into 

accout typical or specific effects of 

radiation), even though formal delivery of 

WCA is not required

Check of datasheet information by test for critical parameters

Apply deratings equal or in excess of Q 0 standards, even though formal delivery of PSA is not 

required

Consider degradation effects on WCA parameters (apart ageing, but taking into accout typical or 

specific effects of radiation), even though formal delivery of WCA is not required

Apply design mitigation techniques at component, module/board and system/subsystem level to 

avoid radiation effects and random failures (lots of information provided in the document)

Resort to reference application circuits

SLA not defined or with LOW criticality

Peer Reviews are essential (decission gates) for RISKS acceptance (based on NASA Class D criteria)

EQ (Engineering/Design Quality) Review --> HI

Q1

(GAMMA)

ENGINEERING "MSA/QA" BASED

ESA Mission Classes IV, V

NASA Class D (NPR 8705.4A)

DEIMOS Gamma, Delta, Epsilon 

(with overlappings)

Recommendations based on REX/LL and 

Flight Heritage

Radiation analysis to be provided

TID/TNID tests on components

unless 3x margin can be

demonstrated at board/module level

If TIDL exceeds 5 KRad (Si), test

according to ESCC 22900

If TNIDL exceeds 2E11 p/cm2 50

MeV equivalent proton fluence , test 

bipolar technologies according to ESCC 

22500

Test Optoelectronic in any case

according to ESCC 22500

Specific ERCB (Equipment

Radiation Control Board) to be done

Radiation analysis to be provided

If the EEE components can be delidded and the chip 

exposed, test for SEE heavy ion, otherwise test with high or 

very high energy HI facilities

if the above cannot be done, test at least with high energy 

protons

SEE tests at component or board/module level

The following SEE LET threshold ( LETth ) acceptance levels 

should be

* For any SEE effects (destructive and non destructive): 

LETth > 38 MeV.cm²/mg: EEE components or board is 

accepted (cont.. in previous)

- The LETth levels as described above should be revised for 

EEE components made of a material other than Silicon (i.e. 

GaAs, GaN , SiC ,

The effectiveness of any SEL mitigation to be demonstrated 

during irradiation tests.

Specific URCB (Unit RCB) or ERCB (Equipment Radiation 

Control Board) to be done, linkded to RAMS

Procure from official distributors only and 

directly

from manufacturers if possible

Procure complete reels of components

- Keep traceability to date codes

Aim for lot homegeneity and as needed 

check for procured lot (marking, visual, X 

ray, sample measurements)

Re lifing possible following ECSS Q ST 60 14

Check of datasheet information by test for critical parameters

Apply deratings equal or in excess of Q 0 standards

Delivery of PSA

Consider degradation effects on WCA parameters (including ageing, and taking into accout typical 

or specific effects of radiation)

Delivery of WCA

Apply design mitigation techniques at component, module/board and system/subsystem level to 

avoid radiation effects and random failures (lots of information provided in the document)

Resort to reference application circuits

Special provisions for COTS modules

SLA not defined or with MID criticality

Peer Reviews are essential (decission gates) for RISKS acceptance (based on NASA Class D criteria)

EQ (Engineering/Design Quality) Review --> MID to HI

Q0

(ALPHA, BETA)

MSA & PA "SPACE" (with MSA/PA/QA 

Engineering)

ESA Mission Classes I, II, III

NASA Classes A, B, C (NPR 8705.4A)

DEIMOS Alfa, Beta, Gamma (with 

overlappings)

Full Requirements Traceability

As per applicable ECSS and ESCC

TID/TNID standards

As per applicable ECSS and ESCC SEE standards As per applicable ECSS and

ESCC standards

-

Traceability of EEE components should be 

ensured

between the parts subjected to evaluation, 

screening and lot tests on ground and the 

ones that are used for flight purposes

Check of datasheet information by test for critical parameters

Apply deratings as per relevant ECSS standard

Delivery of PSA

Consider degradation effects on WCA parameters (including ageing, and taking into accout typical 

or specific effects of radiation)

WCA to be done following relevant ECSS handbook

Delivery of WCA

Apply design mitigation techniques at component, module/board and system/subsystem level to 

avoid radiation effects and random

failures (lots of information provided in the document)

Resort to reference application circuits

No COTS modules in Q0, the adoption of COTS parts is controlled at EEE components only

SLA Defined with HIGH criticality (monitoring)

Peer Reviews are essential (decission gates) for RISKS acceptance, but supported by Regular ones

EQ (Engineering/Design Quality) Review --> LOW to MID or MID to HI as is compensanted by 

xPCBs

Radiation Hardness Assurance (RHA)
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Date:
Filled by:
Document/s & Reference/s 

Domain Subdomain Levels on OTS/Reused items Project Requirements Remarks / Reports / Justifications
Thermal

Operational
Non-Operational
Other

Structural
Sine/Modal Survey
Vibration
Shock
Other
(Microvibrations)

EMC
CE
CS
RE
RS
ESD
Inrush
Isolation
Grounding
Other

Radiation (& RHA)
TID Tests
TNID (DD) Tests
SEE (HI/Proton) Tests
Radiation Analysis
Other

EEE parts
DCL
PCB approval status
Use of COTS
Other

MMPP
DML
DMPL
DPL
MPCB approval status
Other

RAMS
REA
FMEA/FMECA
WCA
PSA
Hazards Analysis
Other

Qualification Status Summary 
(Qualification & Acceptance levels)

Equipment-Item Description & P/N: 
Manufacturer: 

PA
Critical Item List CIL
Long Lead Item List LLIL
Qualification Status List QSL
Product Assurance Plan PAP

Other
QA
Manufacturing & Inspection/s 

Flowchart

MIFC

Key/Mandatory Inspection 

Point 

KIP-MIP plan

Cleanliness & Contamination 

Control Plan

CCCP

EIDPs
OTHER

SW/FW/IP/FPDs (check EEE)
SCAR (SW Criticality)
SW Reusability File
SFMEA
Other SW PA/Engineering

Flight Heritage
Years
Hours
Anomalies in representative 
environment
Mission type
OTHER

Lifetime
Years
Other

Other Qualification Status inputs
Certifications
Suppliers or Subcontractors
Any other input/s

Equipment CATEGORY/TRL
Category
TRL
Other

Qualification STATUS (Q, I, TBQ)
Status
Schedule
Development models
Risk/s
Comments
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