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• What do we understand by COTS?

COTS = Commercial Off The Shelf

Parts designed and manufactured for
commercial/industrial use 

Not supported for Military nor Space applications

Technically, parts described as COTS have some
kind of traceability and production controls, 
depending on manufacturer

Nevertheless, it is usual to call COTS to any
commercial part colloquially



Introduction

• Proven Technology:
• Breakthrough technologies come earlier to the COTS market than to the “traditional” Space market.
• In terms of performance, they usually provide further limits than Space/Military parts. They always 

allow a wider portfolio of references for type required.
• Higher availability in general

• Cost and Time Savings?
• lower lead times and wider availability.
• Lower upfront costs due to mass production, compared to traditional Space/Military quality parts.
• However…
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• Why Use COTS? Key Advantages



Introduction
AD8065ARZ for a Class 1 mission 
(old ECSS-Q-ST-60-13C 
approach):

Unit price: 1.77 USD/Unit. Lead 
time: 7w

Total NRE: approx. 140 kEUR
(2020)
Total Testing Lead Time: 52 weeks
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• Why Use COTS? Key Advantages



Introduction

• Reliability risks:
• They involve higher risks in terms of reliability regarding cosmic and solar radiation, not 

providing data against them.
• Problems with materials used including pure tin (tin whiskers), outgassing and some restricted 

materials.
• Lack of testing, limited heritage, high level of uncertainties in terms of adecuacy for Space 

applications

• Vendor Dependency:
• Lack of Traceability and lack of production control or testing
• Reliance on the supplier for updates and support. Manufacturer does not need to inform of 

changes in the manufacturing process, supply change…
• Risk of obsolescence if the vendor discontinues the product.
• High non-recurrent expenses and lead time for testing
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• Challenges of Using COTS



Introduction

• Materials:
• COTS can contain materials such as Cd or BeO, limited or forbidden for Space Applications

• COTS lead finish is usually pure Sn, leading to risks of Tin Whiskers: mitigation measurements 
are required

• COTS packages tend to be plastic, leading to risk of Outgassing depending on materials.

• Temperature: 
• COTS performance is usually guaranteed on a more stringent temperature range than the 

military one, for example: (-40ºC to +85ºC) or even (0ºC to 70ºC).

• This introduces a risk when qualifying the COTS for the project

• Risk of Counterfeits
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• COTS constraints and risks for Space Use



Introduction
• Mechanical Constraints:

• COTS are not designed nor tested to withstand vibration and shock conditions for Space 
applications and can fail to these tests.

• Obsolescence:
• A manufacturer can obsolete a COTS part with no notice. Also, unnotified changes can be done 

on datasheet

• Radiation:
• COTS PARTS ARE NOT DESIGN NOR TESTED TO RADIATION AND THIS IS KEY FOR SPACE 

APPLICATIONS.

• This introduces high uncertainty and along with the possible unnotified design changes, 
important uncertainties.

• Search for Heritage is usually a must
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• COTS constraints and risks for Space Use



Introduction

• Regarding the mentioned characteristics, 
COTS tend to be more interesting than space 
qualified products in terms of cost, lead time 
and technical features.

• However, the lack of sufficient reliability data 
makes them unable to be used in some Space 
applications without testing.

• But it is not always required a very high 
reliability level and stringent Product 
Assurance requirements.
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• Then…Why are COTS used in space projects?



COTS Selection, Mitigation Strategies
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• COTS Selection Considerations

Possible Alternatives

(or lack of them)
Heritage

PA Requirements of 
the project Mitigation Strategies

COTS

selection



COTS Selection, Mitigation Strategies
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• Possible Alternatives: Real Case

Renesas ISL7457 Vs EL7457

ISL7457 is a qualified product, while
EL7457 is a COTS. At a first sight, the 
choice would be ISL7457, but…

ISL7457                                                          EL7457



COTS Selection, Mitigation Strategies
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• Heritage: Real Case

Renesas EL7457

• This part had been used on Euclid and Kepler:
• SEL information available with Safe Operating Area
• Unstable behavior on TID
• Constructional Analysis
• Upscreening (percentage of failures 0.367%. )
• Qualification
• DPA
• HAST

• This information provided highly valuable inputs for
the selection and design-in



COTS Selection, Mitigation Strategies

• A Product Assurance (PA) Plan is a 
comprehensive framework designed to 
ensure that the space system (satellite, 
spacecraft, or any related equipment) meets 
the required quality, safety, and reliability 
standards throughout its lifecycle.

• The PA Plan will define the reliability 
requirements for all components, including 
COTS.

• A PA Plan for a Class 1 mission will be totally 
different to the one of a Cubesat mission

Parts Engineering | 03/10/202412

• PA Requirements



COTS Selection, Mitigation Strategies
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• PA Requirements

Renesas EL7457

• These are related to the type of mission and also
additional particularities

• Heritage helps to tailor the actual testing need



COTS Selection, Mitigation Strategies
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•

•

1. Material Finish
• Avoid pure tin to reduce tin whisker risks.
• Prefer alternatives like SnPb or nickel-gold 

finishes.
2. Reliability Data

• Look for comprehensive vendor-provided 
reliability reports.

• Emphasis on operating life and stress-
testing results.

3. Technology Type
• Favor bipolar technology for radiation 

tolerance.
• CMOS for high-performance but evaluate 

susceptibility.



COTS Selection, Mitigation Strategies
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•

•

1. Moisture Sensitivity Level (MSL)
• Prefer components rated MSL-1 for 

better durability.
• Lower sensitivity to humidity during 

storage and assembly.
2. Package Compatibility
• Ensure the package type is compatible 

with your soldering process.
• Verify the thermal characteristics of the 

package.
3. Soldering Finish
• Validate lead finishes for ease of 

soldering and compatibility.



COTS Selection, Mitigation Strategies

• For this, we need to consider the ESA Technical 
Note: “Guidelines for the Utilization of COTS 
components and Modules in ESA”

• This note intends to classify COTS components 
according to applications criticality categories 
and identify provisions for these criticality 
categories

• This note shall be used as guideline and not as a 
standard, and is limited to ESA missions only 
and it covers EEE parts and modules in 
equipment, subsystems and systems

• Not related to mission class but to parts and 
modules
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• Mitigation Strategies



COTS Selection, Mitigation Strategies

• Q0: Normative area, all standard ECSS 
requirements apply (see ECSS-Q-ST-60-13C 
Rev.1)

• Q1 and Q2: Informative area, lower 
requirements and higher risks can be accepted:
• Q2: most risky and economic class
• Q1: less risky and more expensive than Q2
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• Mitigation Strategies
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• Grey Area:
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• Mitigation Strategies
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• Mitigation Strategies

• Traceability of the parts is not often available from manufacturer. For this same reason, it is preferred to 
procure all the required quantity at the same time from high volume productions. 

• Once the flight lot is procured, traceability at user premises shall be developed including identification of 
batch number, disposition of CoC and any additional record from manufacturer, record of datasheet 
applicable at time of procurement, mask pictures, electrical measurements... 

• It is recommended the procurement of parts from trusted manufacturers with reliability test programs for 
generating reliability data for processes/products and an effective policy ensuring continuous process 
improvement. The procurement directly from manufacturers, CPPA or franchised distributors is preferred.

• Outgassing should be evaluated if camera or other sensitive equipment are closed, according to ECSS-Q-ST-
70-02C. If outgassing is a concern, the list of materials included in the COTS part should be review and the 
performance of outgassing test considered if necessary. 

• AEC-Q components are preferred versus pure commercial devices. Recent enhanced plastic versions and 
dedicated LEO versions for high runners parts are available.



COTS Selection, Mitigation Strategies

Parts Engineering | 03/10/202420

• Mitigation Strategies

• COTS components should preferably be used within their operating temperature range.
• Handling:

• Procedure shall be implemented to comply with mechanical and ESD precautions
• ESD sensitive parts shall be identified and handled only by trained personnel using anti-static packaging, 

tools and other means.
• Any handling of stored parts shall be reduced to the minimum. The removed components shall be 

repacked in a package identical or equivalent to the original manufacturer package. 
• Any component transfer from package to package shall be performed using dedicated pick and place tools, 

as applicable. 
• Special attention shall be given to multileaded SMT packaged components in order to avoid mechanical 

damage/missalignment.
• For space applications it is recommended to consider packages MSL-1 (moisture sensitive level-1). At 

least, it is recommended to assess the MSL level for each COTS and establish appropriate measurements 
in order to avoid issues. Moisture sensitivity levels are specified in technical standard IPC/JEDEC 
Moisture/reflow Sensitivity Classification for Non-hermetic Surface-Mount Devices. This standard indicates 
indicate how long components can be outside of dry storage before they have to be baked to remove any 
absorbed moisture. For example, 1y for MSL-2 and 168h for MSL-3 levels.



COTS Selection, Mitigation Strategies

Parts Engineering | 03/10/202421

• Mitigation Strategies

• Storage:
• COTS are usually manufactured on plastic non-hermetic 

packages being sensitive to moisture. 
• COTS encapsulated in plastic package shall be stored in a 

+22°C±5°C temperature range, max. 55%±10%relative 
humidity, controlled and clean area and in one of the 
following conditions: 

• Nitrogen or Dry and ionized air (RH shall be kept in 
the range 15% to 20%) 

• Dry packs (see J-STD-033 for dry pack inspection and 
control). 

• Commercial parts shall be stored and shipped in moisture 
barrier bags meeting requirements of MIL-PRF-81705, Type 
I, with desiccant, indicators and nitrogen backfills



COTS Selection, Mitigation Strategies

• When using COTS, the uncertainties on reliability are higher.
• Therefore, it is logical to think about adding redundancy to circuits in order to mitigate risk
• However, this can cause increase in cost, in mechanical/thermal stress on boards, weight, 

board dimensions…

• The ESA technical note focuses the redundancy considerations on radiation mitigation:
• For Class Q1 & Q2:

• For SRAM-based and Flash-based FPGAs spatial redundancy techniques may be utilized for 
mitigation against radiation induced SEE

• Critical functions should be provided with redundancy and voting.
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• Design Considerations: Redundancy



COTS Selection, Mitigation Strategies

• For Class Q0:

Parts Engineering | 03/10/202423

• Design Considerations: Redundancy
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• Design Considerations: Derating

• For Q2, Derating Rules:

• For EEE components, the same or higher derating margins should be applied as 
defined in the ECSS-Q-ST-30-11and ECSS-Q-ST-60-13. 

• If complete modules are procured, the relevant application ratings (temperature, 
power, voltage, current) should be respected with margins to be agreed with the 
customer

• PSA document (Parts Stress Analysis) may not be delivered.
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• Design Considerations: Derating

• For Q1, Derating Rules:

• For EEE components, the same or higher derating margins should be 
applied as defined in the ECSS-Q-ST-30-11and ECSS-Q-ST-60-13. 

• If complete modules are procured, the relevant application ratings 
(temperature, power, voltage, current) should be respected with 
margins to be agreed with the customer

• PSA (Parts Stress Analysis) is a deliverable document.
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• For Q0, Derating Rules:

• For EEE components, the same or higher derating margins should be 
applied as defined in the ECSS-Q-ST-30-11and ECSS-Q-ST-60-13. 

• PSA (Parts Stress Analysis) is a deliverable document.

• For NASA Case: EEE-INST-002 has tables with derating guidelines for 
each component type
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• Design Considerations: Derating
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• When testing is performed only at Board Level, 
usually for missions requiring lower reliability, 
functional points for measuring and 
identification of failures shall be included.

• Use higher rated parts where single point 
failures exist.

• Heat treating (reflow, annealing, hot dip, etc)
• Use of conformal coating: lower cost and can be 

used on built-up hardware
• Geometry on circuitry
• Control circuitry

• See JEDEC JP002
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• Design Considerations: Circuit Design
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• Tin whiskers are a general concern when 
working with COTS on Space missions

• While for Space applications, the ECSS-Q-ST-
60C limits the use of pure tin to avoid the 
apparition of tin whiskers, this finish is widely 
used on COTS parts, for manufacturers to 
comply with RoHS directive
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• Design Considerations: Tin Whiskers “To be lead or not to be”
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• Therefore, when pure tin finish on the leads is 
used techniques to mitigate tin whiskers 
growth are required:

• Design rules
• PCB treatment (potting, use of conformal 

coating, etc)
• Ask manufacturer to supply the parts finish 

in SnPb
• Retin the parts without stand-off
• …

• Considering Tin Whiskers mitigation, retinning
has been one of the most used strategies in 
the past, but of course it entail several risks
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• Design Considerations: Tin Whiskers “To be lead or not to be”
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• However, retinning can be difficult in some 
packages as SOIC or SMD and can introduce in 
the part:

• Thermal degradation 
• Loss of hermeticity
• Thermal shock induced damage
• Poor wettability
• Contamination

• In summary, damage due to difference in thermal 
coefficient of the materials
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• Design Considerations: Tin Whiskers “To be lead or not to be”
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• Considering all of this, the new revision of ECSS-
Q-ST-60-13C has opted for a more flexible 
approach:

• It is Required from the User a “Procedure for 
hot solder dip process for retinning operation”

• A pure tin finish risk analysis is also Required, 
as per the provisions of new ECSS-Q-ST-60C 
Rev3
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• Design Considerations: Tin Whiskers “To be lead or not to be”
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• Also, the provisions of ECSS-Q-ST-60C Rev3 in terms of Parts and material restriction  for each 
mission Class are applicable; for example, for Class 1 missions:
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• Design Considerations: Tin Whiskers “To be lead or not to be”
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• These provisions strongly highlight the need of checking the retinning, in case it is performed, due 
to the associated risks mentioned before.

• In the case of paragraph 4.2.2.2.k, it is remarkable that if the listed conditions are met, no retinning
is Required
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• Design Considerations: Tin Whiskers “To be lead or not to be”
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• Example: Ceramic Capacitor 1812, 100nF NO RETINNING 
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• Design Considerations: Tin Whiskers “To be lead or not to be”
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