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1 SCOPE

This report presents the results from heavy ion and proton testing of Xilinx Virtex II
FPGA using FTMR and XTMR methology of Triple Modular Redundancy. The tests
have been performed on an application like design with continuous scrubbing of
configuration data.

2 INTRODUCTION

SRAM based FPGAs as Xilinx Virtex II is dependent on mitigation techniques to
overcome upsets in configuration and user logic. Correction of upsets in configuration
logic can be achieved with read back of configuration logic and partial re-configuration
or continuously scrubbing new configuration data into the device. Some mitigation
techniques must also be implemented on user logic level to mitigate all temporary errors
that exist before an upset in configuration logic has been corrected. Also upsets in user
logic flip-flop need to be mitigated. A dedicated task for any mitigation techniques is to
prevent any errors to accumulate within the design.

2.1 Abbreviations
Care bits  Estimated number of configuration bits that a design is dependent on
FFT Fast Fourier Transform

FTMR Functional Triple Modular Redundancy
MER Mitigation Error Rate

PSR Pseudo Randomiser

SE Saab Ericsson Space AB

SEFI Single Event Functional Interrupt
SEE Single Event Effect

SEU Single Event Upset

SRAM Static Random Access Memory
TID Total Ionising Dose

TMR Triple Modular Redundancy
XTMR  TMR methology developed by Xilinx for Xilinx FPGAs
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3 TEST SYSTEM

The test system that has been used consists of one DUT board with a Service FPGA,
LVDS adapters and one PC with I/O boards (Figure 3-1).

SE
Software

/0 Boards

LVDS/TTL Adapter

JTAG
Cable I

JTAG
Connector i

Remote Control LVDS/TTL Adapter

Interface

JTAG

Interface .
v ’—Alert signal———

Service FPGA

<€—INIT, CS, WE, PRGM—)»| DUT
Xilinx Virtex Il
SelectMap XQR2V3000
T ooor T FG676

CCLK——~

A
A
JTAG

Interface Configuration |
PROM

Figure 3-1 Principal Drawing of Test System for Xilinx Virtex II.
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3.1 DUT Board

Xilinx’s Virtex II prototype board, HW-AFX-FG676, has been used as DUT board. The
board house one test socket for one DUT, one Service FPGA, configuration PROM and
power distribution.

Connectors for test signals to the DUT and an UART interface have been added to the
prototype board. The content of the Service FPGA has been modified to manage remote
control from PC and the scrubbing of DUT.

3.1.1 Service FPGA

All scrubbing of the DUT is handled from the Service FPGA with an IP core written by
Xilinx (Figure 3-2). The algorithm continuously scrubs the configuration data of the
DUT and detects SelectMAP-type and POR-type SEFIs [7].

The scrubbing of the DUT is performed through the SelectMAP interface at 10 Mhz.

Peripheral functions have been added to be able to remote control the Service FPGA
from PC and read out status signals.

® Configure target FPGA with configuration data
stored in the configuration PROM(s).

%;;;@P? ® Read back configuration programming data from
target FPGA and calculate 16 bit CRC. Store CRC
value as “Config-CRC”.

® Perform a Write/Read check on the internal Frame
Address Register of target FPGA.

® Scrub (background refresh) configuration data of
target FPGA.

® Read back configuration programming data from
target FPGA and calculate 16 bit CRC. Store CRC
value as “Rdbk-CRC.

® Compare “RDBK CRC” with “Config-CRC

® |f CRC values mismatch a second time then
assert SEFI_ERROR and RECONFIGURE

CONFIG
CRC

I 4

SCRUB
CRC

PREV
CRC

Figure 3-2  CRC error detection and correction algorithm within the Service FPGA.
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3.2 SEE/TID test system

In earlier contract with ESA/ESTEC [5] SE has developed an SEE/TID test system for
digital logic. This test system has been upgraded. The test principal is the same but the
number of I/O-channels and speed have been increased. The test engine has been moved
from the test chamber to a PC with an on the shelf PCI digital I/O board.

The PCI-board generates and read all test signals that are transferred into test chamber
with LVDS signals.

The SEE/TID test system uses a "virtual golden chip" test method (Figure 3-3). The
Data Pattern Generator continuously streams input test vectors into the DUT. Up to 32
test signals and one synchronous test clock can be used with a data depth up to 128
MSamples. The Comparator synchronously read the outputs from the DUT. Up to 64
signals can be read. The principal of the measuring technique is to compare each output
from the DUT with the correct data stored in computer memory (Virtual Golden Chip).
When an error is detected (when read data from DUT do not match with Virtual Golden
Chip), the state of all outputs and the clock and test cycle are stored on hard disc. The
data is analyzed after each test run.

Main parameters for the new SEE/TID test system:

* Test can run with data flow of up to 10 Mbyte/s.

* Clock speed from 0,5 to 80 MHz.

*  Up to 96 test signals

* The system is module based. It will be easy to upgrade and expand the test system in

the future.
PC Test Chamber
Virtual Golden Data Pattern =11\ |
Chip Generator /] LVDS AOQ/
\«*";@
DUT
L
Comparator LVDS
Hard Disc

Figure 3-3  Data flow of SEE/TID Test System

3.3 SEE Error Separation

Detected errors out from the DUT could originate from SEU in registers (user logic flip-
flop), in the configuration data causing functional errors in parts of the device or in
control registers causing Single Event Functional Interrupts. The mitigation techniques
shall take care of all these errors, except when a SEFI error occurs.
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The analysed error data are separated into three different domains, Data Error, Stuck

Error, and SEFI.

Data Error

Stuck Error

SEFI

When erroneous data is read from any output from a module and
the error persist for less than one scrub cycle. The error has been
corrected with the next configuration bit stream.

When erroneous data is read from any output from a module and
the error persist for more than one scrub cycle. The error has not
been corrected with the next configuration bit stream.

When erroneous data is read from most outputs of the device for
more than one scrub cycle. The error has not been corrected with
the next configuration bit stream. The function is recovered by
reset the device. Most SEFI types are detected by the Service
FPGA. In these cases the Service FPGA reset the DUT
autonomously and the test goes on.

Data Error and Stuck Error are separately counted for each module of the DUT.

34 Irradiation Facility

Radiation tests have been performed on two different facilities, RADEF at the
accelerator laboratory of the University of Jyvéskyld in Finland (JYFL) and HIF at
Université Catholique de Louvain (UCL) in Belgium.

HIF was used for the first test campaign and RADEF used for the second. In the tests at
HIF 40-Ar (LET=14.1 MeV/mg/cm2), 84-Kr (LET=34 MeV/mg/cm?2) and 132-Xe
(LET=55.9 MeV/mg/cm2) were used. At RADEF, irradiation tests were performed with
Si-ion of LET=11 MeV/mg/cm2 and 60 MeV protons.
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3.5 Test Samples

The device chosen for this study is the Virtex II XQR2V3000. It is fabricated on a
0.15pum / 0.12pm CMOS 8-layer metal process with epitaxial layer. The mask set
should be identical to the commercial variant X2V3000. The epitaxial layer is not
expected to change upset cross-sections very much. It is used in the XQR-line to
eliminate single-event latch up.

All heavy ion tests were performed on prototype devices delivered by Xilinx in 676

plastic flat packages. The samples were chemically etched on the top to expose the die.

The samples were etched by Xilinx before delivery. Chip marking is shown below.

Chip Markings
SN #E1 XILINX
SN #E2 C-Logo 200111 M-Logo
SN #E3 X7970
SN #E4 =L12
SN #E5 =L2A
A008

..................

------------------
..............
............

.....
...................
...................
..................
..................
..................

..................

L |

Figure 3-4  Overview of SN#E1 chip. Chip size is approximately 16 x 16 mm.
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The yield from the chemical etching was very poor. It was difficult to stop the etching
process from affect the die itself. The attendant phenomenon was that the metallization
on the bond pads were damaged (Figure 3-5). Some bond lifts were observed on some
samples and many bond pads were partly damaged. None of the 5 etched samples were
100% reliable but at least considered functional.

Connectivity tests for all I/Os were performed in connection to the radiation tests. One
drawback was that the test chamber environment with vacuum seemed to accelerate the
problems.

Figure 3-5 View of bond pad on SN#E1 where the chemical etching has affected the
metallization.

Proton tests were performed on one prototype device and one commercial device. The
mask set should be the same for the two devices. The epitaxial layer on the prototype

device is not expected to change the upset cross-sections very much. The commercial

device was not etched. Device marking is shown below.

Marking /Top side

SN #C1 Xilinx-Logo XILINX R-Logo
XC2V3000
FG676AGT0317
F2135456A
4C
Virtex-Logo
PHILLIPINES
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4 DUT DESIGN

The complete DUT design consists of two copies of a FFT module and two copies of a
PSR module. Each of the four modules in the design works independently of each
others. The only common resources are the clock net and reset net.

4.1 FFT-module

To achieve high proportion of both combinatorial and sequential logic, a fast Fourier
transform (FFT) circuit has been chosen. Two independently working modules of the
FFT-design are implemented in the DUT.

Benefits with this test design are that most of the used logic for the design is operational
almost all the time. This means that almost any upset in the design will affect the read
out from the device. It is only the I/O logic that is used only a short time of the test
cycle (less than 5% of test cycle time). The I/Os are not considered to be well tested.

This is the flow for the FFT-module (see Figure 4-1):

1. The in data shift register is loaded from Dataln by DatalnEn inputs.

2. The Randomizer generates randomized data from the In Data Shift Register and
stores it in Data Matrix.

3. A Fourier Transform is performed on the Data Matrix. The result is rewritten to the
Data Matrix.

4. The sum of each result from the Fourier transform is added to the Sum of Fourier

Register.

Step 2 and 4 is repeated until FFT has been performed on 1024 samples.

6. When all Fourier transforms have been performed, the Sum of Fourier Register is
shifted out on DataOut output with DataOutEn asserted.

b

The module uses about 1700 clock cycles from that data are shifted in until the results
are shifted out.

- .
| FFT Module !
DatalnEn || |
} In Data Shift !
Dataln | . Reg. (8bit |
I
State Machine |
Sum Of 7} DataOutEn—m

Fourier
Reg.

|
—DataOut—»

Randomizer

Data Matrix
2*8*16 bit Data

Fourier
Transform

Figure 4-1 Data flow of FFT module.

4.2 PSR-module

The second module included in the DUT design is the PSR-module. With 60 serially
connected Pseudo Randomizers have the number of used flip-flops in the DUT design
been increased. The Pseudo Randomizer is taken from Ref. [1].
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Here follows the VHDL-description for one Pseudo Randomizer (clock process

excluded).
if DataMarklIn="1" then -- bit delimiter

if SyncMarkIn="1’" then -- sync period
DataStreamOut <= DataStreamIn; -- uncoded output
H <= (others => ‘1"); -- initialise h(x)

else -- frame or codeblock
DataStreamOut <= DataStreamIn xor H(0); -- coded ou tput
H(7 downto 0) <= (H(0) xor H(3) xor H(5) xor H(7)) &

H(7 downto 1); -- shift h(x)

end if;

SyncMarkOut <= SyncMarkin; -- delay

FrameMarkOut <= FrameMarkin; -- delay

else
null;

end if;
DataMarkOut <= DataMarkin; -- delay

Each Pseudo Randomizer has 4 inputs, 4 outputs and 12 flip-flops.

One un-mitigated PSR module with 60 Pseudo Randomizers in serial uses in total 720

user flip-flops.
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4.3 Design variants

The FTMR and the XTMR methology are mitigation techniques that use triplication of
user logic flip flops and combinatorial logic including additional voting circuits.

The DUT design has been implemented in 4 different variants, one un-mitigated (Non-
TMR), one mitigated with FTMR methology (FTMR) and two mitigated with Xilinx’s
TMR Tool (XTMR_V1 and XTMR_V?2). All variants are functionally the same.

A special VHDL syntax is used to be able to easily select level of mitigation for a
design [1]. The four designs were generated with different generics options in the
VHDL code and different synthesis and place and route flow.

In the mitigated variants all inputs and outputs are tripled. For mitigation of outputs
Xilinx has introduced a solution [3] that takes away the need of external logics to vote
the triple outputs (Figure 4-2).

These output voters can be added within Xilinx TMR Tool. They are not included in the
FTMR Methology. Here the voters have been added to the VHDL code.

. . . P Minorit
¢ Outputs can be triplicated, using three pins for V'T,?er

each output signal.

TRO
. ¢ -

Minority voters monitor each of the triplicated

design modules. P Minority
Voter

¢ If one module is different from the others, its TR ' ﬂ .
output pin is driven to High-Z

P Minority
Voter

Voters are triplicated

TR2

Convergence point is
outside FPGA, at trace

T

Figure 4-2  Functional description of Xilinx minority output voters.

4.3.1 Non-TMR

This is the basic DUT design for heavy ion test without any mitigation.

4.3.2 FTMR

The FTMR methology approach is to perform all mitigation in VHDL code [1]. The
methology can be used for any FPGA or ASIC vendor and is not written specially for
Xilinx FPGAs.
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The FTMR variant is a mitigated variant using all mitigation options available in the
FTMR methology. All routing logics and registers are tripled and internal voters are
used before and after each register in the design.

When analyzing the edif-file from the place and route tool it was concluded that FTMR
methology didn’t mitigate all logic in the design. Xilinx place and route tool introduced
new nets that are not tripled. These nets are used to control static inputs to the basic
elements used in the Xilinx Virtex II architecture.

4.3.3 XTMR

The Xilinx TMR Tool is a graphical software application that automates the
implementation of mitigation of Xilinx FPGA designs [2]. Designs are imported from a
Xilinx netlist and exported as a single standard EDIF project source file (Figure 4-3).

All routing and logic resources shall be mitigated using the Xilinx TMR Tool. Internal
voters are added to prevent error accumulation in registers and static inputs to the basic
elements in the Xilinx Virtex II architecture are tripled and all inputs and outputs are

tripled.
Hardwars
XTMA
MNon-TMA A
A,
B USER — XTMA .
DESIGN A ® DESIGN ——x
o — ]
Cam
Y |
1
1
—T o !
Development Flow 4 —— |
! I
ISE : ISE :
Mon-TMA | :
sﬂa — "" CrET Transsame | !
! 1
1 i 1
|_BeGen |e{design noemenit) [ BiGen e designoment )
[ R

Figure 4-3  Design flow with Xilinx TMR Tool.

4.3.3.1 XTMR_V1

XTMR_V1 has been generated by Xilinx taking the non-TMR variant into the Xilinx
TMR Tool. All routing, user logic, inputs and outputs are triplicated using XTMR
methology.

The PSR module of the XTMR_V1 has been analyzed by studying the edif-file
generated by Xilinx TMR Tool. It has been concluded that only 8% of the registers in
the module has been implemented with internal voters. Most logic of the module is only
voted on the outputs. The reason is that Xilinx TMR Tool only inserts voting circuits for
registers with feedback logic. The PSR module mainly consists of feed through logic.
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In the FFT module has 95% of all registers internal voters. Most registers in the FFT
module have feedback logic and hence the Xilinx TMR tool adds internal voting circuits
to most of the registers.

4.3.3.2 XTMR_V2

The PSR module in XTMR_V1 variant has a low ratio of interval voting circuits. Most
logic is only voted on the outputs. XTMR_V2 is functionally identical to XTMR_V1
but each register has an internal voter. XTMR_V2 was implemented by Xilinx with the
same flow as XTMR_V1 but with a feedback loop to all registers and some preserve
attributes did we force the Xilinx TMR Tool to introduce voters for 100% of the
registers in both the FFT and the PSR module. The FFT module in the XTRM_V1 and
XTMR_V?2 only differ slightly while the PSR module in the XTMR_V?2 variant has
much more internal voting circuits and overall uses more logic resources.

FTMR and XTMR mitigation techniques use majority voters and tripled logic to correct
errors from SEUs. The triplets and the majority voting circuits build one TMR element.
The definition of a TMR element is all tripled logic in between two voting circuits (or
device input/output). The logic include flip-flops, combinatorial logic and configuration
bits that the user logic are dependent on. Each triplet must be independent on the other
triplets. Each TMR element ends with a voting circuit (internal or output) that mitigates
errors in the triplets. The concept of TMR elements is illustrated in Figure 4-4.

When more than one of the triplets in the TMR-element is erroneous the voting
mechanism is jeopardized and the failure can propagate. This phenomenon will
hereafter be referred to as a mitigation error and the rate that this phenomenon occurs
during testing is referred to as Mitigation Error Rate (MER).
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a, | lobuffer | J s a s o—— | 10 buffer
3 { R Q R Q { |
b,
TMR Element
10 buffer AT T
S Q S Q ! uffer i
@&J — — L
LT R @ R @ !
| IObuffer e e 10buffer |
DDJ | - L, Ouput [ T
LT R Q R Q Voter -
| lObuffer | J s Q s Q 10buffer |
1 2 :
> > — — L, npH—f
L R Q R Q [
C,
TMR Element A TMR Element B
| IObuffer | 1 2 | 1Obuffer |
| J S Q o o S Q L i |
> >H | I R
LT R @ R @
| 1Obuffer | 1|, Internal |- | 10buffer |
‘:}%J e ' Voter * ~ 0 L, outeut, e
! R Q R Q Voter i
| 1Obuffer | s o o o2 s o L | 1Obuffer |
: _ | _ | U m;{ ‘
| R Q R Q | i

Figure 4-4  Illustrations of TMR elements in mitigation of a 2-stage shift register. The
circuit (a) can be tripled with one single TMR element shown in (b). The TMR element
then consists of triplets of inputs, triplets of 2-stage shift registers and an output voting
circuit. With internal voting circuits can the circuit be split into two TMR elements (c).
TMR element A consist of triplets of inputs, triplets of 1-stage shift registers and an

internal voting circuit. TMR element B consists of triplets of 1-stage shift registers and

,,,,,,,,,,,,,,,,,

,,,,,,,,,,,,,,,,,

an output voting circuit. The TMR elements also include all configuration bits
corresponding to the user logic.
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4.4 Resources usage

The DUT design variants use different amount of physical resources in the FPGA. A
summary is given in Table 4-1. The Non-TMR variant has no triple logic and uses least
resources. With 2 internal voters for each register the FTMR variant uses most
resources. It uses about 6 times more logic resources in comparison with the Non-TMR
variant. All internal voting circuits added by the Xilinx TMR tool are build with LUT
resources. XTMR_V?2 has more internal voters than XTMR_V1 and thereby uses more
LUT resources.

Table 4-1 Resource usage for all DUT design variants

Non-TMR FTMR XTMR_V1 XTMR_V2 Total available

Number of FF 2140 6420 6420 6420 28672
(7%) (22%) (22%) (22%)
Number of LUT 4238 27353 14460 23287 28672
(15%) (95%) (50%) (81%)
Number of IOB 26! 78! 81! 81! 484
(5%) (16%) (16%) (16%)
Number of MULT18X18 24 72 72 72 96
(25%) (75%) (75%) (75%)
Number of GCLK 1 3 3 3 16
(6%) (18%) (18%) (18%)
Number of “Care Bits” 508749 3979277 2075095 2854971 0582848
(5%) (42%) (22%) (30%)

lXTMR_VI and XTMR_V2 have 3 inputs for all the static nets in the design. FTMR and Non-TMR
don’t mitigate these nets.

Number of “Care bits” for all variants of the DUT design has been estimated with the
SEUPI tool [4]. “Care bits” are the estimated number of configuration bits that the
design is dependent on.

From Table 4-2 it may be concluded that the FFT module uses about twice the resources
as the PSR module in the XTMR_V1 variant. The PSR module is more flip-flop
intensive. It can be assumed that PSR module use relative more resources in XTMR_V2
and FTMR compared to XTMR_V 1. The PSR module in XTMR_V1 has a very small
portion of internal voters that is very resource consuming.
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Table 4-2 Distribution of resources between modules for the XTMR_V1 variant.

One FFT One PSR Common for

module module all modules Total available
Number of FF 1050 2160 0 28672
(4%) (8%)
Number of LUT 5511 1812 - 28672
(19%) (6%)
Number of IOB 12 24 9 484
(2,5%) (5%) (2%)
Number of MULT18X18 36 0 0 96
(37%) (0%)
Number of GCLK - - 3 16
(18%)
Number of “Care Bits” ' 719404 318144 - 9582848
(8%) (3%)

'The XTMR_V 1 variant has been split into two separate designs to be able to calculate the care bits for
each module.
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5 RESULTS

SEE tests have been performed on two occasions. Many questions were raised from the
first campaign. The MER phenomenon was not obvious at that time. The non-mitigated
nets in the FTMR variant introduced by the Xilinx Place&Route tool was identified in
this first irradiation test campaign. Together with Xilinx we could not find any suitable
way to adequately mitigate the FTMR variant, and therefore this variant was not
considered for further tests.

After the first campaign the XTMR_V?2 variant was introduced and the test system was
improved with decreased scrub time. The purpose of these actions was to decrease the
amount of heavy ion flux dependent errors. All presented results are from the second
campaign.

5.1 XTMR Methology

Heavy ion tests with Si (LETe = 11 MeV/cm2/mg) and 60 MeV proton tests have been
performed for the Non-TMR, XTMR_V2 and XTMR_V1 variants. All results from all
test runs are summarized in appendix A. Only SEFI upsets and failures that were
repaired within one scrub cycle (Data Error) were observed. This means that it was
never observed that only a part of the device had a failure that couldn’t be repaired by
the scrubbing of the configuration bits (Stuck Error).

Tests on the XTMR_V2 and XTMR_V1 variants (run#108, #110, and #212) were
performed with only two of the three clock nets running. In this way the mitigation is
undermined and the module cross section for two of the three triplets without mitigation
could be measured. The error cross section for one triplet of each module is presented in
Table 5-1. The method has been verified to be representative against the Non-TMR
variant (test run#114).

Using estimated the number of care bits in Table 4-2 and the module cross sections for

XTMR_V1 in Table 5-1 give a measured bit upset cross section of 5,4E-9 cm?2/bit for
the PSR module and 4,6E-9 cm?2/bit for the FFT module.

Table 5-1 Error cross section for each triplet in XTMR_V2 and XTMR_V1

design for SN#EL1.
Module Cross Section Cross Section
Si 60 MeV proton
[ cm2 / module ] [ cm2 / module ]
XTMR_V2 FFT 1,4E-03 2,4E-09
PSR 8,2E-04 1,2E-09
XTMR_VA1 FFT 1,1E-03

PSR 5,3E-04
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No flux dependence for SEFI upsets was observed for the two design variants. The FFT
module indicates small improvements from XTMR_V1 to XTMR_V2 design (Figure
5-1). The PSR module show big improvements with reduced flux dependence from
XTMR_VI1 to XTMR_V2 design (Figure 5-2).

The flux dependency and the fact that the PSR module could be improved by splitting
the design with voters are strong evidence that mitigation errors are the main
contribution of errors in the test runs.

Mitigation errors are a test induced phenomenon that prohibits from finding out the true
single upset cross section. Trend lines in Figure 5-1 to Figure 5-4 indicates that even
near zero flux would give an error cross section near the same order of magnitude as
SEFI upsets (about 1E-5 for Si and 1E-10 for protons).

Error cross section for protons differs only slightly between non-etched commercial
device and the etched sample with epitaxial layer(Figure 5-3 and Figure 5-4). This
indicates that the etched sample is representative independent of problems with bond
lifts induced by the etch process (see chapter 3.1).

The effectiveness of the mitigation is best judged in the proton tests. Here are the upset
rates lowest and hereby the contribution of mitigation errors is least. Comparison of
lowest flux in Figure 5-3 with Table 5-1 indicates that the XTMR mitigation has
reduced the error cross section with more than 40 times.
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Figure 5-1 Cross section data for Si ion taken for SEFI and two FFT modules in the
XTMR_V2 and XTMR_V1 variants. X-axis shows mean flux per scrub for each test run
(4,88 scrubs/s). Linear trend line is for data points of XTMR_V2 design only. Small
differences in flux dependence between the two design variants can be observed. SEFI
errors are not dependent on flux.
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Figure 5-2  Cross section data for Si ion taken for SEFI and two PSR modules with the
XTMR_V2 and XTMR_V1 variants. X-axis shows mean flux per scrub for each test run
(4,88 scrubs/s). Linear trend line for data points of XTMR_V2 design. Large
improvements with the XTMR_V?2 variant can be observed.

The results for XTMR_V1 and XTMR_V2 show a strong dependence on the particle
flux (Figure 5-1 to Figure 5-4), both for the FFT and PSR modules.
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Figure 5-3  Proton cross section data taken for two FFT and two PSR module with the
XTMR_V?2 variants on SN#E1 (etched XQR2V3000). X-axis shows mean flux per scrub
for each test run (4,88 scrubs/s). Linear trend line is for data points of FFT module
only. No SEFI upsets were observed.
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Figure 5-4  Proton cross section data taken for FFT and PSR module with the
XTMR_V2 variant on SN#C1 (non-etched XC2V3000). X-axis shows mean flux per
scrub for each test run (4,88 scrubs/s). Linear trend line is for data points of FFT
module only. In all test runs was only one SEFI upset observed (not shown in the

figure).
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6 DISCUSSIONS

All heavy ion tests were performed on prototype devices delivered by Xilinx in 676
plastic flat packages. The samples were chemically etched on the top to expose the die.
The samples were etched by Xilinx before delivery.

In the chemical etching it has been difficult to stop the etching process from affect the
die itself. Metallization on the bond pads have been damaged and bond lifts were
observed on some samples, many bonds were partly damaged. The five etched samples
were considered functional but not 100% reliable.

The functionality of the etched test samples were verified against a non-etched sample
in proton test and found to give the same results, and therefore all presented test data in
this report are considered valid.

Due to problems with test samples only a limited amount of test data has been taken.
Tests with a larger range of LET values would be needed to fully judge the
effectiveness of the XTMR mitigation technique on Xilinx Virtex Il FPGAs.

SEFI upsets have been observed in accordance with earlier report [6-7]. No stuck bit
errors have been observed, i.e. no error has been observed which could not be corrected
with the next configuration bit stream.

Bit upset cross section based on non-TMR dynamic test for both FFT and PSR module
indicate a cross section SE-9 cm2/bit at a LET of 11 MeV/cm2/mg. The number of care
bits for the tested modules has been estimated using SEUPI [4] tool.

A spread in error cross section between the two copies of the modules has been
observed, both for the FFT module and the PSR module. The routing is implemented by
the Xilinx Place & Route tool. The two copies would most likely not be implemented
identically. How much the error cross section depends on these possible differences is
hard to predict.
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7 CONCLUSION

The flux dependent mitigation error phenomenon that has been observed in these tests is
likely to be representative for all kind of applications. The over all of the final TMR
design hardness for these mitigation errors is very much dependent on the design of the
application software, particle flux and scrub rate.

In application in space environment it is essential to consider the rate of the
configuration bits correction to prevent mitigation error phenomenon.

Extrapolating the results presented in this report to particle flux in space environment,
indicate that the probability for mitigation error would be in the same range as SEFI
errors. No other error modes have been identified.

This report presents results from irradiation with one LET value and one proton energy.
Tests with a wider range of LET values and higher proton energy would be needed to
fully characterize the Xilinx Virtex II device for SEE.

The Xilinx Virtex II device is very complex with many different types of elements in
the architecture. Examples of architectural elements are flip flops (FF), look up tables
(LUT), multiplexers, IOs configurable to a wide range of 1O standards, digital clock
managers (DCM) and embedded RAM. The design that has been tested does not cover
all of these types of elements. FF, LUT and multiplexers can be considered to be well
tested. Only a small amount of 10s, configured as LVTTL, has been tested.
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A APPENDIX
1. Run#107 has been excluded due to problems with the configuration interface that caused an abnormal high number of detected
SEFIs.
2. These test runs was ended when current limit turned off the power. This was an effect of the bad shape of the device.
Test run# lon LETeff DUT Design variant | Mitigation Module ErrorTypeClass | Mean Flux Fluence Error cross section
2104 | Si 11 | SN#E11 XTMR_V2 TMR FFT DataError 4,50E+02 1,3E+05 9 7,1E-05
DataError 4,50E+02 1,3E+05 10 7,8E-05
PSR DataError 4,50E+02 1,3E+05 1 7,8E-06
DataError 4,50E+02 1,3E+05 1 7,8E-06
2105 | Si 11 | SN#EA1 XTMR_V2 TMR FFT DataError 8,90E+02 2,0E+05 23 1,1E-04
DataError 8,90E+02 2,0E+05 15 7,4E-05
PSR DataError 8,90E+02 2,0E+05 6 3,0E-05
DataError 8,90E+02 2,0E+05 4 2,0E-05
Control SEFI 8,90E+02 2,0E+05 2 9,9E-06
107 | Si 11 | SN#E1 XTMR_V2 TMR FFT DataError 1,30E+02 3,0E+05 7 2,3E-05
DataError 1,30E+02 3,0E+05 5 1,7E-05
PSR DataError 1,30E+02 3,0E+05 1 3,3E-06
DataError 1,30E+02 3,0E+05 5 1,7E-05
Control SEFI 1,30E+02 3,0E+05 1 3,3E-06
SEFI 1,30E+02 3,0E+05 19 6,3E-05
108 | Si 11 | SN#E1 XTMR_V2 TMR_2CLK | FFT DataError 1,00E+02 1,0E+05 292 2,9E-03
DataError 1,00E+02 1,0E+05 267 2,7E-03
PSR DataError 1,00E+02 1,0E+05 167 1,7E-03
DataError 1,00E+02 1,0E+05 162 1,6E-03
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Test run# lon LETeff DUT DesignMethod | Tripple Module ErrorTypeClass | Mean Flux Fluence Error cross section

2109 | Si 11 | SN#E1 XTMR_V1 TMR FFT DataError 1,30E+02 1,9E+05 10 5,4E-05

DataError 1,30E+02 1,9E+05 5 2,7E-05

PSR DataError 1,30E+02 1,9E+05 7 3,7E-05

DataError 1,30E+02 1,9E+05 6 3,2E-05

Control SEFI 1,30E+02 1,9E+05 4 2,1E-05

10| Si 11 | SN#E1 XTMR_V1 TMR_2CLK | FFT DataError 1,00E+02 2,3E+04 57 2,4E-03

DataError 1,00E+02 2,3E+04 49 2,1E-03

PSR DataError 1,00E+02 2,3E+04 22 9,4E-04

DataError 1,00E+02 2,3E+04 28 1,2E-03

11| Si 11 | SN#E1 XTMR_VA1 TMR FFT DataError 6,70E+02 2,6E+05 28 1,1E-04

DataError 6,70E+02 2,6E+05 24 9,2E-05

PSR DataError 6,70E+02 2,6E+05 22 8,4E-05

DataError 6,70E+02 2,6E+05 25 9,6E-05

113 | Si 11 | SN#E1 XTMR_V1 TMR FFT DataError 1,09E+03 3,0E+05 59 1,9E-04

DataError 1,09E+03 3,0E+05 42 1,4E-04

PSR DataError 1,09E+03 3,0E+05 39 1,3E-04

DataError 1,09E+03 3,0E+05 54 1,8E-04

Control SEFI 1,09E+03 3,0E+05 3 9,9E-06

114 | Si 11 | SN#E1 XTMR_V1 no-TMR FFT DataError 1,00E+02 1,0E+05 158 1,6E-03

DataError 1,00E+02 1,0E+05 125 1,2E-03

PSR DataError 1,00E+02 1,0E+05 62 6,2E-04

DataError 1,00E+02 1,0E+05 67 6,7E-04

Control SEFI 1,00E+02 1,0E+05 5 5,0E-05
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Test run# lon Proton DUT Design variant | Mitigation Module ErrorTypeClass | Mean Flux Fluence # of Errors Error cross section
201 | p+ 60 MeV SN#C1 XTMR_V2 TMR_2CLK | FFT DataError 1,00E+08 1,0E+10 65 6,5E-09

DataError 1,00E+08 1,0E+10 53 5,3E-09

PSR DataError 1,00E+08 1,0E+10 22 2,2E-09

DataError 1,00E+08 1,0E+10 23 2,3E-09

202 | p+ 60 MeV SN#C1 XTMR_V2 TMR FFT DataError 1,00E+08 4,0E+10 10 2,5E-10

DataError 1,00E+08 4,0E+10 4 1,0E-10

PSR DataError 1,00E+08 4,0E+10 1 2,5E-11

DataError 1,00E+08 4,0E+10 1 2,5E-11

204 | p+ 60 MeV SN#C1 XTMR_V2 TMR FFT DataError 3,17E+07 4,0E+10 1 2,5E-11

206 | p+ 60 MeV SN#C1 XTMR_V2 TMR FFT DataError 9,52E+08 4,0E+10 17 4,3E-10

DataError 9,52E+08 4,0E+10 28 7,0E-10

PSR DataError 9,52E+08 4,0E+10 1 2,5E-11

209 | p+ 60 MeV SN#E1 XTMR_V2 TMR FFT DataError 9,52E+08 5,0E+10 13 2,6E-10

DataError 9,52E+08 5,0E+10 11 2,2E-10

211 | p+ 60 MeV SN#E1 XTMR_V2 TMR FFT DataError 1,18E+08 4,0E+10 2 5,0E-11

DataError 1,18E+08 4,0E+10 1 2,5E-11

PSR DataError 1,18E+08 4,0E+10 1 2,5E-11

212 | p+ 60 MeV SN#E1 XTMR_V2 TMR_2CLK | FFT DataError 1,18E+08 2,0E+10 99 5,0E-09

DataError 1,18E+08 2,0E+10 94 4,7E-09

PSR DataError 1,18E+08 2,0E+10 45 2,3E-09

DataError 1,18E+08 2,0E+10 52 2,6E-09

213 | p+ 60 MeV SN#E1 XTMR_V2 TMR FFT DataError 2,00E+07 4,0E+10 0 0,0E+00

DataError 2,00E+07 4,0E+10 0 0,0E+00

PSR DataError 2,00E+07 4,0E+10 0 0,0E+00

DataError 2,00E+07 4,0E+10 0 0,0E+00




